Detects the covert channel useing transitive closure algorithm

KINOSHITA Lab. NAKAMURA Shunki (200803007)

Abstract
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In recent years, access control technology has been developed. Access control to set who can access
the information resources on the network. Information resources on the network are protected from the
threat of eavesdropping by persons not authorized by the access control. However, there is a possibility
of information leakage occurs by the vulnerability of access control called covert channel. The covert
channel is caused by the permissions that are allowed in the access control information is propagated
in a chain reaction. From a security perspective, the development of covert channel detection technique
has been desired. We analyze the detection problem of covert channel mathematically. In addition, we

propose a covert channel detection algorithm efficient.



